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Removing any system startup links for /etc/init.d/SecoClientPromoteService.sh ...

e
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gﬁH&SecoClient%PﬁfTaE’JEMSET%{’E , ITEAPPA “IRE > #E)” Tom FRIBXHLES

8.2 £ Linux IMER G MBI ST AN B EE Fin
8.2.1 BaIE iR

## N /usr/local/SecoClient/serviceclientB =,

T2 1T ./SecoClientCS, FIEFinm. Zip<EiBEAF root AP IIAT,.

7 rootfsec-virtual-machine: fusiflocal/SecoClient/serviceclient
irtual-machine:~# cd ..
rtual-machine: /# cd usrflocal/SecoClient/serviceclient/
rtual-machine: fusrflocal /SecoClient/serviceclient# .[SecoClientCS

Hl"ll-‘FDlTll" to SecoClient!
1:New Connecticn

(0 88
BE ST ARENE imA, BRREZVISAEINEFIRESEXE, —ETEEMET.
R
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8.2.2 fic& SSL VPN 1&g

EcE SSL VPN

Welecome to SecoClient!
1New Connection

Pleasze chose Connection Type
1:551L VPN
2:L2TP/IPSec

:Cancle

55L Configuratuin
:Connection Name(Required):
2:Description:
:Gateway Address{Required):
:Port(Required):443
:Tunnel Mode(Required):Auto-sensing

ve

TE1 B, BUEmERE.
£E2 WA, EEFCIEAIVPNIERIJISSL VPN,
F/3 BMANNFS, THSE1~50EE.
e 1. Connection Name(Required): 1EZEZTR;
e 2. Description: #HiRMEE;
e 3. Gateway Address: iTEMKibit;
e 4. Port(Required): im[;

e 5. Tunnel Mode(Required): B¥EIED,, Ti%EGReliable Transmission ( AJ&
fE5tE0 ) . Quick Transmission ( PRIEEIETL )  Auto-sensing ( BiERIE
%),

/A HNG, RFEE.
TR
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#B17 SSL VPN iEE

- -

7 roob@sec-virtual-machine: fusiflocal/SecoClient/serviceclient
Welecome to Secollient!

: Connect
:Delete Connect
:Edit Profile
:Cancle

2
1
E
3
4
1

connect success!
link success!

please input the login user name

lm2

please input the login user password
login success!

start CNEM success!

CONNECT SUCCEESS,ENJOY!("_~)
q:DISCONNECT

MAMRFS, FEECIZEAISSL VPNIZERE,
BN, FFIREESZISSL VPNiERE,
RESNEREIAY, BARFRENEEHTESR.

[MARITY):

o FELnUMERF MBI ANECEHEIIAISSL VPNIEE(NIFEIE RS /ZIAIE

BNEER
o EEMINGE, THEXIZEREN, SNEESMH.

W SSL VPN &z

BiANq, BIEJHFFERS
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8.2.3 ficE& L2TP VPN &z

EcE L2TP VPN

chose Connection Type
L VPN
TP/IPSec

nnnel Mame(Requ -

:Authentication Mode: PAP
6:Tunnel Authentication:Disable

¢ Protocol:Disable
Settingss:

Allow Internet access after connection:Disable

£ WA, CIEImERE,
2 N2, IEFRCIERAIVPNSERLSL2TP/IPSec,
55%3 5@AX§E§%, ;:UEE%M‘I ”8E{JEEEO

1. Connection Name(Required): 1EZEZFR;

2. Description: iR EE;

3. LNS Server Address(Required): LNSHRSSEsibilL;
4. Tunnel Name(Required): BFBRATR;

5. Authentication Mode: TAIFETS;

6. Tunnel Authentication: FREBEIGIEINEE, BRE, SEHAPBICIEER
( Tunnel Authentication Password ) ;
7. IPSec Protocol: JEFBIPSecZ&tny, WINEEEMEH;

8. Allow Internet access after connection: BHIZE, EHE, LB RIMNP
bt ESS B R EZH N VPN BRI RE .

£ N9, (REEE.
R
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§E37 L2TP VPN &%

! root@sec-virtual-machine: fusiflocal/Secol lient/serviceclient

:Delete Connect
:Edit Profile
:Cancle

TI_._
i i
2
3
4
1

please input the login user name
lm2
please imput the login user password

Negotiation succeeded, ENIOY!("_")
q:DISCONNECT

B BANNFS, EECIEAL2TP VPNIERE,
2 WA, FHAEIIL2TP VPNZEEE,
$|3 BMABPRSMNEBHITESR
(1 288
EEERINE, TRXMiZEnEn, BUERRKF.
B L2TP VPN &8
fNq, BORTAFRERE .

SCHSREA 18 (2020-07-06) IS © ERRAGIRAT 89



HUAWEI SecoClient Z %
EERIERE 8 MR

8.2.4 & L2TP over IPSec VPN &R
BeE L2TP &3

me te coClient!
onnection

de: PAP
cation:Disable
Disable

1 WA, BIEImER.
$2 A2, EECIEAIVPNZEELL2TP/IPSec,
TE3 BANNFS, THESEH1~6HEE.
e 1. Connection Name(Required): EZZTR;
e 2. Description: iR EE;
e 3. LNS Server Address(Required): LNSHRSS g1t ;
e 4. Tunnel Name(Required): BEXERZTR;
e 5. Authentication Mode: AIFET;
o 6. Tunnel Authentication: FSFERSEMIEINEE, FSFIE, BEMNBERTE
( Tunnel Authentication Password ) ;

R
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BLE IPSec 2%

rootisec-virtual-machine: fusr/local/SecoClient/serviceclient

(Required):

s(Required):

:Authentica
6:Tunnel Aut
T:IP5ec Pr

pute Setti

Psec Protocol

able

:Authentication Mod
6:Tunnel Authentication:Dis

egotiation Mode:Main Mode

4:Authentication Algorithm:s
:Encryption Algorithm:A 256
3 Group ID:Group5(1536 bit)

s:Mode Config

1 HANT, BAIPSecZ MY

$E2 MANNFS, THSH8~2009%E.

e 8. IPSec Authentication Mode: Linuxi{EE S FIPSeciISMINER X BRI
FIMHEZZRIALE, MEEZALFLTHEERAZMDIAIEE ( Pre-shared key ) ;

e 9. IPSec Server address: IPSeciRSZSetbill, FEIRE I(EALNSIRS 221t
( Use LNS server address ) ;

e 10. Encapsulation Mode: IPSeci#Et&EDt;, BIF(EMED ( Transmission
mode ) FIEFEER ( Tunnel mode ) Ffd;

e 11. ESP Authentication Algorithm: ESPHMXISIFE;X;
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e 12. ESP Encryption Algorithm: ESPHMYINZREX;

e 13. Negotiation Mode: IKEipESIES, SIEFEEIL ( Main Mode ) FIEFEEEC
( Aggressive Mode ) FF#;

e 14. Authentication Algorithm: IKEWHEIIGIES%;

e 15, Encryption Algorithm: IKEWSEINZEL;

e 16. DH Group ID: IKEAEDHEVRE;

e 17.PFS: ZHAPFSIFIE, BRE, TEAREMENIZESE ( Security
Parameter ) ;

e 18. SA Lifetime(IKE Advanced Configuration): IKERSBXE41Z[EHE;

e 19. SA Lifetime(IPSec Advanced Configuration): IPSecZEBxE4T7F/EHR;

e  20. Route Settings: BEHIRE, BiF “Mode Config” E=XF0 “Allow Internet
access after connection” #&=(,, &/ “Allow Internet access after
connection” {&x0f5, AILABITIRINIPHELE MR B EH A\ VPNEKERIFFINE
ME.

B3 A2, REFEERE.

----45R

#8217 L2TP over IPSec VPN i%E#E

S
$E2
FIE3

root@sec-virt ual-machine: fusiflocal/SecoC lient/serviceclient
Welecome to Secollient!

:New Connection
2:12tpoveripsec

:Connect
:Delete Connec
:Edit Profile
:Cancle

2
1
2
3
a4
1

please input the login user name
lm2
please input the login user password

Negotiation succeeded, ENJOYI(~_*)
q:DISCONNECT

AN FES, EReIZAIL2TP over IPSec VPNIERE,
BINT, FFUIA3EIIL2TP over IPSec VPNiEE,
MANBARPZNZBHTER,
=1

(MARZY

o FELinuxIBERZ FEI A ST A NBCEFFEIIAIL2TP over IPSec VPNIEE(IFEIT AR
BIZISANESANEE R

o EEMINGE, FREXAZERED, BNIEESMFT.
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i FF L2TP over IPSec VPN &
HNg, BVRTHIFRER:.

8.3 fElgiE

NMRREP I RIGEHEE o

S

A-E

AES Advanced Encryption SR INZ R
Standard

AH Authentication Header IRSTIAIESL

CBC Cipher Block Chaining EE S ENHE

CHAP Challenge Handshake FRIGHEF UMY
Authentication Protocol

DES Data Encryption AR
Standard

DES-CBC DES-Cipher Block DESZ AR HERE
Chaining

DH Diffie-Hellman algorithm | Diffie-Hellman&%

DNS Domain Name System HEE%

ESP Encapsulating Security R M
Payload

F-J

ID IDentification/IDentity BHIRiR

IKE Internet Key Exchange InternetZZ AR MY

IP Internet Protocol BEEARIMNY

IPSec IP Security Protocol IPPIZE 22 1Y

K-0

L2TP Layer 2 Tunneling ZEREEMY
Protocol

LAC L2TP Access ZEREIENEFEE
Concentrator

LNS L2TP Network Server L2TPMIZEAR S5 =22

MD5 Message-Digest Se-THEEES
Algorithm 5
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NAT Network Address RSkl
Translation
P-T
PAP Password Authentication | ZFRGISIFHHNY
Protocol
PC Personal Computer PATTEA
PFS Perfect Forward Secrecy | TEHRIOZSMH
PPP Point-to-Point Protocol | SBlsatiHY
SA Security Association ZEEE
SHA Secure Hash Algorithm TZEEYEE
Uu-z
VPN Virtual Private Network | EE{lEZ N
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